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2 - Probability Density Function
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8- Biogeography based Optimization Algorithm (BBO)
9- Immigration

10- Emigration

11- Improved-BBO

12- Swarm Intelligence (SI)

1- Bias

2- Heuristic Optimization Methods

3- Particle Swarm Optimization (PSO)
4- Genetic Algorithm (GA)

5- Ant Colony Optimization (ACO)

6- Evolutionary Strategies (ES)

7- No Free Lunch Theorem (NFL)
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2- Habitat Suitability Index (HSI)
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6- Sturm-Liouville

1- Hadamard

2- Fast Fourier Transform
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Step 2—Strategy Analysis and Penalization:

For h=1,...,SAMPLE

Obtain £ = b/Zjxjand estimate R@xt, d.vy)

List R@/x".d, vjj) by decreasing order of magnitude:

R, d,vy) > Raix,d,vy) > ... > Rax™™ d,v;).
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Step 3—Solution Discovery
K- Kurap d, vj) > R1a|x'u2"d. ES R[a\xfop‘.d,viﬂu.
u-u+l;
Fori=s]1,...,nandj=1,...,n, t update vector y, as follows:
i = (ZLX /S where S <SAMPLE;
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Go to Step 1.
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Step 1—Strategy development:

Forh=1,..., SAMPLE

{Fori=1,..,nand j=1,...,n implement MC simulation and

as dictated by v, generate a network defense design x! =

(Xﬁlu vvvv X?HU’X;IZU **** anu vvvv Xg'u vvvv sz)

h—-h+1;) _

if (Yiu = 1y = 0V i, j) v u = U, then Stop, x = arg max{K).

else go to step 2.
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6- unacceptable
7- marginal

8- acceptable
9- exceeds

1- Fitness

2- Affordability
3- Performance
4- Flexibility
5- Robustness
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Plain Language Rule

sy
If ANY attribute is Unacceptable, then SoS is|
Unacceptable o

If ALL the attributes are Marginal, then the §
Sos is Unacceptable 3 .

if ALL the attributes are Acceptable, then
the SoS is Exceeds

if (Performance AND Affordability) are
Exceeds, but (Dev. Flexi nd Robustness)
lare Marginal, then the is Acceptable

if ALL attributes EXCEPT ONE are Marginal, S
then the SoS is still Marginal =

3B bl olsd asgemme (V) S5

1- Newman
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1- Gaussian noise
2- Poisson noise
3- Spot noise
4- salt and pepper noise
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The Prefect Coloring of J(10,2)

M. Alaeiyan’, E. Alaeiyan

*Iran University of science and technology

ABSTRACT

Delsarte presented the perfect coloring which is a generalization of the notion of completely regular codes. A perfect
m-coloring of a graph G with m colors is a partition of the vertex set of G into m parts A1-42-43..-.4m sych that, for
all 7.7 €{l.....m} every vertex of A, is adjacent to the same number of vertices, namely, a; vertices, of 4; . The
matrix 4=(a; )

el ) is called the parameter matrix. We study the perfect 2-colorings of the Johansson graphs

J(10,2).

Keywords: prefect coloring, completely regular codes, Johansson graphs.
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A logic programming approach to verifying cryptographic protocols

Mostafa Zaare"

*Damghan University

ABSTRACT

In [1], Bruno Blanchet has been introduced a method for verifying cryptographic protocols based on an
abstract representation of protocols by Horn clauses. This method is fully automatic, efficient, and can han-
dle an unbounded number of sessions and an unbounded message space. It supports various cryptographic
primitives defined by rewrite rules or equations. In this paper, we have implemented it. Even if we focus on
secrecy in this paper, this method can also prove other security properties, including authentication and
process equivalences. The experimental results show that many examples of protocols of the literature can

be verified by this tool with less than one second of time and 2 Mb of memory.

Keywords: Automatic verification, cryptographic protocols, Horn clauses, secrecy.
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A meta-architecture of multi-resolution bilateral filter denoising based
on meta-heuristic algorithms and fuzzy evaluation

Javad Vahidi’, Hadi Salehi

*[ran University of Science and Technology

ABSTRACT

Images received by considering environmental factors have unwanted interference. This interference is
known noise. In this paper, in order to remove this unwanted interference, the two denoising systems com-
bined. Different models by combining the bilateral filter and wavelet transformation are produced. Each
model is evaluated. A fuzzy inference function is used to evaluate the different models. Different models are
created by combining adaptive bilateral filters and wavelet transform. Finally, the results of this system at
all levels will be analyzed to evaluate a model among the thousands of models with the lowest cost for all
the pictures and all levels. Next, for more appropriate evaluation of the proposed model, the model is com-
pared with similar models. The results show the effectiveness of the proposed model .

Keywords: Genetic algorithm, denoising, Fuzzy deduction system, image processing, wavelet transfor-
mation, adaptive bilateral filters.
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A meta-architecture system based on fuzzy the evaluation

Hadi Salehi, Mohammadhadi Alaeiyan*

*Iran University of science and technology

ABSTRACT

This paper presents an optimal model system architecture of the system (SOS) for a marine rescue. Each
function and restrictions of a system are independent. However, these systems work together. The concept
of meta-architecture means that any potential architectures are suitable for SOS. Meta architecture defines
how all possible system subsets can be combined to create an SOS system work together. The nature of sys-
tem cooperation is so that the performance of SOS is better than individual systems. Since the system com-
ponents, for example, the budget varies according to circumstances, cannot be considered a definitive num-
ber as the desired budget. Therefore, the evaluation of SOS architecture is in the form of fuzzy. Each of the
architectures is evaluated by fuzzy inference system and weaker architecture is removed. Finally, an archi-
tecture as the most appropriate architecture for the SOS system is selected.

Keywords: System of systems, rescue, GA.
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Optimal Network Protection against Interdiction Strategies
via Evolutionary Algorithms

Vahid Kharazi*

*[ran University of Science and Technology

ABSTRACT

In this paper, we present an optimization technique for a network which maximizes the survivability of
the network through the supply and demand. In the presented method, the links are in the random mode and
the success ratio of attacker-defender is determined by a function considering the link vulnerability. Under
this new setting, the target of interdictor is the reduction of maximal expected rate by demolition of the
links. Moreover, we suppose that the interdictor has limited resources to prevent network components. In
our investigation, we want to find the probability of demolition of a component and then distribute the de-
fense resources ideally among the defensive measures such as separation, protection and redundancy so
that the system survivability being maximized. We remark that many approaches have been introduced for
solving this model of interdiction but more often are applied for the limited networks. We present an evolu-
tionary algorithm for solving such problems. The obtained numerical results show that this algorithm con-
siderably confines the solution space and therefore it can be used in high-dimensional networks.

Keywords: Network Interdiction, System Protection, Network Survivability, Graph Theory, Evolutionary
Optimaztion.
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Image watermarking algorithm using particle swarm optimization

Reza Saadati’

*Iran University of Science and Technology

ABSTRACT

With the rapid growth of the Internet and digital multimedia technology in the last decade, copy and ma-
nipulate data without any loss of quality and without respect for copyright and low cost is possible. In this
regard, every day there is a variety of security needs. . Today watermarking in digital products, as a solu-
tion to implement and proof of ownership, and control the number of copies printed of a researcher's work.
Watermarking is a subtle signal in the digital media data, so there is no change in the original data, but if
necessary it can be extracted and used as a claim to ownership of digital effects. Digital watermarking con-
sists of two parts. The first part of the image watermarking or logo within the host image and the second
part involves the extraction of watermarking image or logo from the host image. In this paper, the role of
the PSO algorithm to extract the watermark image to find the optimal value Scaling factor is discussed.

Keywords: particle swarm optimization, watermarking digital images, transforming fields, singular value
decomposition.
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The application of Bernoulli polynomials to solve fractional
integro-differential equations

Kobra Rabiei, Yadollah Ordokhani”

*Alzahra University

ABSTRACT

In this paper, we introduce the Bernoulli operational matrix of Reimann-Liouville fractional integration.
This matrix, the properties of Bernoulli polynomials and the least square method are used to reduce the
fractional-order Fredholem-Volterra integro-differential equations to a systems of nonlinear algebraic
equations which are solved through the Newton's iterative method. The convergence of the method is dis-

cussed and finally, some numerical examples are presented to show the efficiency and accuracy of our
method.

Keywords: Bernoulli polynomials -Operational matrix-Convergence analysis-Fractional integro-differential
equations-Least square method.
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Improving Matching Section Method by Chain Code in Airplane Pattern

Mohammad Saeid Alamdari’, Mohsen Shahrezaee

*Imam Hossein University

ABSTRACT

In this paper, the identification method has been used based on Fourier method and matching Section
method which the first airplane border area into several smaller parts and then identify the most optimal
path possible. Results obtained based on comparison among Fourier method and matching section method.

Keywords: Chain Code, Distance Table, Contour, Fourier Interpreter, Distance Shortest Path, Discrete Fou-
rier Transfor.
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Symbol and Symbolism in Soft War based on Persian Literature

Seyyed Khalil Bagheri’

*Mazandaran University of Science and Technology

ABSTRACT

Efforts for expressing an independent definition of a symbol along with its reasons and motivations be-
hind it in the soft war require poets’ symbolism. The symbolism approach in soft and cyber war on one
hand is the consequence of the specific social and political situations in which we live and on the other
hand is the outcome of poets and writers’ perspectives. This paper aims at interpreting and specifying the
enemy’s symbols and their purposes in the soft war. In a nutshell, this study aims at investigating symbol
and symbolism in soft war based on the poetry’s of some poets along with some techniques. Therefore, the
present study focuses on some symbols of the enemy in the soft war.

Keywords: symbol, soft war, literature, enemy.
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The relation between the control of perturbation in a system and
viscosity solution of a partial differential equation

Somayeh Saiedinezhad”

*Iran University of science and technology

ABSTRACT

In this article, firstly some concise comments about the real problems that follow a mathematical model
for analysis the control of perturbation in theirs systems through differential game theory are presented. So

we study the relation between the safe set of one dimensional sample with a viscosity solution of special
type of partial differential equation which is called Hamilton- Jacobi equation.

Keywords: Differential game theory, partial differential equation, Hamilton- Jacobi equation, Viscosity
solution.
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On the total domination polynomial of graphs

Saeid Alikhani’, Nasrin Jafari

*Yazd University

ABSTRACT

Domination theory is one of the most important subjects in graph theory which has applications in many areas
such as communication networks, terrestrial mapping and routing. Let G = (' | E') be a simple graph of order n.
The total dominating set of G is a subset S of V that every vertex of V is adjacent to some vertices of D . The total
domination number of is equal to minimum cardinality of total dominating set in G and denoted by y,(G). The
number of dominating and total dominating sets of a graph with any cardinality has considered recently. The total

domination polynomial of G is the polynomial, D (G ,x)= Z" (G,i)x' where d (G,i) is the number of total

d
=7, G) !
dominating sets of G of size i. In this paper, we study total domination polynomial of graph and also we investigate

roots of this polynomial .

Keywords: Domination number, Total domination number, Total domination polynomial.
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Calculations based on quantum computers and their application for factoring

Ali Jabar Rashidi’, Rahim Asghari, Mostafa Eslami
*Malek-Ashtar University of Technology

ABSTRACT

This paper presents a quantum Fourier transform algorithm as a key component in the factoring by
quantum method for use in Shor's algorithm is presented. Shor's algorithm implements an algorithm known
only to parse numbers with polynomial time complexity is the main objective of this research is computa-
tionally efficient manner. The computational complexity of the factoring algorithm in the different stages is
presented. The quantum Fourier transforms is extended and improved for computing. Shor's algorithm im-
proved application using the library maple and quantum computing has been implemented. With these li-
brary concepts of entanglement and parallel computing in quantum is simulated on classic computers. Ex-
amples of simulation phase estimates with tables and graphs to display the program have offered. Finally,
some examples with improved results are presented .

Keywords: Quantum computing, Quantum Fourier Transform, Shor’s algorithm, Phase estimates, Simula-
tion.
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New Principles for Cryptography Algorithm

Navid Oboudi, Naser Hashemi”
*Amir Kabir University of Technology

ABSTRACT

In this paper we present a number of new principles which are useful in cryptography, while the previ-
ous Kerckhoffs's principles are also maintained. Our proposed principles capture important characteristics
by increasing the hardness of finding the keys and also make it more difficult to analyze the cryptographic
algorithm.

Keywords: Symmetric Cryptography, Kerckhoffs's Principles, Information Secure Transportation
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Classification of Sonar Targets using Multi-Layer Perceptron
Trained by Biogeography Based Optimizer

Mohammadreza Mosavi*, Mohammad Khishe, Fallah Mohammadzadeh, Hooman Alaeiyan

*[ran University of Science and Technology

ABSTRACT

The aim of this paper is using the Biogeography Based Optimization (BBO) algorithm to train the MLP
NNs for sonar dataset classification. To test the proposed method, this algorithm is compared to five well-
known benchmark meta-heuristic algorithms using the sonar data set. Measured metrics are convergence
speed, the possibility of trapping in local minimum and classification accuracy. The results show that the
proposed algorithm in most cases provides better or comparable performance compared to the other men-
tioned algorithms.

Keywords: MLP NNs, BBO, Sonar, Meta-heuristic Algorithms
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A New Method For Finding Matrix Key And It's Inverse For

Hill Cipher Algorithm

. . -*
Saeid Mohammadian Semnani

*Semnan University

ABSTRACT

Hill CIPHER algorithm is an application of linear algebra in cryptography.Cryptography is a science
that use in coding and decoding the string texts.In this method we use a non singular matrix with integer
numbers as noun key matrix. These matrices have some properties that we will want introduce them and

calculate their inverse.

Keywords: matrix key, Coding, Decoding, Hill Cipher

* Corresponding Author Email: msafavi@aut.ac.ir



Journal of Electronical & Cyber Defence
International Conference on Combinatorics, Cryptography and Computing 7

Image watermarking based on multiple SVD in wavelet
domain using the PSO

Javad Vahidi’,

*Iran University of Science and Technology

ABSTRACT

Each day the number of those digital products, such as sounds, images and digital videos in their daily
lives, grows On the other hand ability to copy these products, easily and without loss of quality has always
been to design a system which could protect the goods and the rights of their owners, one of the serious
needs of the field. Today watermarking in digital products, as a solution to implement and proof of owner-
ship, and control the number of copies printed of a researcher's work. Watermarking is a subtle signal in
the digital media data, so there is no change in the original data, but if necessary it can be extracted and
used as a claim to ownership of digital effects. In this paper, a new hybrid method for watermarking images
is peresented to extract the watermark that after the attacks, the Particle Swarm optimization (PSO) is used
to find the most optimal amount of scaling factor.

Keywords: particle swarm optimization, watermarking digital images, transforming fields, singular value
decomposition.
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Modeling and solving multiobjective security game problem using
multiobjective bilevel problem and its application in metro security system

Hamid Bigdeli’, Hassan Hassanpour

*University of Birjand

ABSTRACT

In this paper multiobjective security games between a defender and multiple attackers are studied. The aim of this
paper is to select the optimal strategy for defender with limited security resources against the possible attacks of sev-
eral types of attackers. The mentioned multiobjective security game is formulated as a multiobjective bilevel problem.
Then the problem is reduced to a multiobjective single-objective problem by KKT optimality conditions and goal pro-

gramming approach is proposed to solve it. Finally, an application of these games is presented to security in the metro
stations.

Keywords: Game theory, Security game, Goal programming, Multiobjective bilevel optimization.
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Code obfuscation by Abstract interpretation

Mohammad Hadi Alaeiyan’, Saeed Parsa

Iran University of Science and Technology

ABSTRACT

The aim is to obfuscate codes which could not be easily analyzed by abstract interpretation. Abstract
interpretation summarizes the code to extract the semantics of the code. In this way, abstract interpretation
ignores all changes and transformations applied to obfuscate the code and extracts the code semantics.
Then previous obfuscation methods are inefficient against abstract interpretation. In this article, we pre-
sented a new code obfuscation method preventing abstract interpretation of obfuscated executable codes.
We utilize abstract interpretation to extract semantics and insert infeasible paths to provide a more complex
code. The evaluation declares that obfuscated malware, which is not detected by anti-malware tools, ap-
plied their roguish aims and evaded the anti-malware tools.

Keywords: code obfuscation, Assembly language, Interval static analysis, Abstract interpretation.
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A Note on Perfect Codes in Distance Balanced Graphs

Hassan Kharazi', Mehdi Alaeiyan, Hossein Shabani

*Imam Hossein University

ABSTRACT

In this paper, we investigate the existence of the perfect codes in some classes of distance balanced
graphs. Some results about the existence of perfect codes in these graphs as in direct product of cycle and
the second power of the graphs are collected.

Keywords: Distance balanced graph, perfect code, power of graph
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New Differential-Linear Attack on Block Ciphers

Masohd Hadian Dehkordi’, Roghayeh Taghizadeh

*Iran University of Science and Technology

ABSTRACT
Differential and linear cryptanalysis are two important technique for evaluate the security of block
ciphers. In this paper we introduce a new chosen text attack on block cipher that combine the differential
and linear cryptanalysis. In this attack we use a differential characteristic over a part of the block cipher
with probability of 1 and linear approximation with zero correlation, immediately following the differential

characteristic.

Keywords: Block Cipher, Differential-Linear Cryptanalysis, Linear Approximation
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Some new bounds on the information ratio of the cartesian
product of some classes of graphs

Abbas Cheraghi*, Mohammad Gholami

*Department of Mathematics, Khansar Faculty of Mathematics and Computer Science, Khansar, Iran

ABSTRACT

In this paper, we find a lower-bound for the information ratio of the cartesian product of an arbitrary
tree with diameter at least 3 and a cycle C,, for every m > 3 . Moreover, we determine the best information
ratio of the perfect secret sharing scheme based on the graph Ci constructed from the cartesian product
of a cycle of length with the -dimensional cube Q,. More precisely, it is shown that for every d > 1, the

information ratio of c! is exactly d(d+3)+3
2d +1)

Keywords: Secret Sharing Scheme, Information Ratio, cartesian Product
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Constructing new functions

Mehdi Alaeiyan’, M. K. Hosseinipour

*Iran University of Science and Technology

ABSTRACT
A function F:Ey —>Fy is called almost perfect nonlinear (APN) if for every a o and every b in
2" the equation F(x+a)+F(x)=b admist atmost 2 solutions. In this paper we get a new function x*.u(x®+x3)

over F,. for any positive integer .

Keywords: Almost Bent, Almost perfect nonlinear, Differential uniformity, S-box
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