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Duy**=DU @ h(h(IDU)&@h(Puy*))
ID sv**=ID sn® h(h(IDU)® h(Pu*))
Kn**=Kn @ h(h(IDU)® h(Pu*)) (36)
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Client Server
Compute client's private key:

Generate:
IDsh= {idshl,idshz, }

9

Km:{kml, }

Secure channel

{Du, (IDsh, Km), USN, h ()}

Update these values:
Compute these : {IDU, Dy, Kmn}

Du* =Dy @ h (h (IDU) & h (Pu))
Kn* =Kmn @ h (h (IDU) @ h (Pu))
IDsw* =ID sn @ h (h (IDU) @ h (Pu))
And:
A*=h (h (Du) @ h (Pu) @ h (IDU))
2B plicad 507 s
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Client Server
Generate I's¢

Compute:
AIDU=h (IDU || r & || USN || Du)
Nu2=Du+Nuz1 g Nui=rs . P
K=h (IDU || Nu1 || Nuz || USN)
M1={AIDU, Nui, USN, MACk(AIDU , Ny2 , USN)}

Check USN, NU1, AIDU
And authenticate U
Compute Sk=h (IDU || Tsu || Nui)
And
Sk*=h (Nu2) ® Sk
MACK(r sc, T su, SK*, NU2)
Then find
Tsu=h (DU || IDU || rsc) @D USNnew
M2={Sk* , Tsu, MACk(IDU , Tsu, L1, Sk*, Nu2)}

If condition is OK,

Then compute:

USN new=h (DU || IDU || r ) @ Tsu
DUnew=h (DU || IDU || USNnew)
And save them.
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