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 ABSTRACT 

Blockchain has become so important in today's world that it can be used wherever a database or da-

ta sharing system was needed, eliminating the need for trust. One of the Blockchain vulnerabilities is 

caused by weak randomness in ECDSA. A random number is not secure, cryptographically, which leads 

to leakage in private keys and even the user's fund theft. So by combining ECDSA with image secret shar-

ing, we presented an algorithm that has acceptable security against DPA. 
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1 INTRODUCTION 

The concept of blockchain was first coined by Satoshi Nakamoto with the advent of bitcoin in 

2008, and the king of digital currencies used it to store information about users' as sets [1]. Since the 

launch of Bitcoin, it has attracted the attention of many organizations, governments, and businesses, and 

recently the governments of Germany and Japan have adopted it as a method of international payment. 

Blockchain relies on many classical cryptographic technologies and distributed systems [2] such as 

ESDSA, Ring, con- sensus mechanisms such as Proof-of-work, Z- K-SNARK, and the Merkle tree. 

Therefore, if one of its main components is exposed to security vulnerabilities, the security of the block- 

chain will be affected. The concept of digital signatures was coined by Diffie and Hellman in 1976 when 

they opened the gate to public-key cryptography. The digital signature is used as the basic cryptographic 

algorithm to ensure source authentication, non-denial, source rejection, and integrity. Fake a new mes-

sage, even if it can access Oracle Signature, which can provide signature services [3]. 

RSA's digital signature is one of the most well-known cryptographic systems [4]. As we know, the 

RSA secure key size is 4096 bits [5], which means that processing the large key has slower algorithms for 

signature generating. The ECDSA signature solves this problem. The ECDSA algorithm is essentially 

based on the stiffness of the elliptic curve version of the discrete logarithm problem, and many crypto-

graphic systems use it instead of RSA, such as bitcoin [1]. Liao and Shen 2006 [6] show that there is a 

weakness in ECDSA in that by repeating a random variable for ECDSA the enemy can easily extract the 

 
1 Corresponding author: M. Hadian Dehkordi 

Email: mhadian@iust.ac.ir 



 

201 

private key. To address this, Liao and Shen proposed an advanced ECDSA [6]. Computational costs are 

reduced with improved designs, but safety is not improved. 

Each algorithm leaks information when implemented in hardware due to the presence of side chan-

nels, which can be used to understand the data used in the algorithm. Since digital signatures are easily 

defeated by side-channel attacks, we decided to come up with a design by combining the digital signature 

and image secret sharing, then implement and run our proposal on the FPGA hardware hardboard. And by 

creating sensors, we measured the power consumption of the FPGA during the execution of the algo-

rithm. We then performed the DPA attack using the measured capabilities and evaluated the security of 

our design against this attack [7].  

This article is organized as follows: In the second part of the ECDSA Introduction, we briefly de-

scribe the ISS. The third part is our improved ECDSA. In Section 4, we analyze the security of our pro-

posal against DPA. The last part contains the conclusion. 

 

2 PRELIMINARIES 

In this section, we briefly explain the elliptic curve (EC) with the elliptic curve discrete logarithm 

problem ECDLP [8], ECDSA [9], and ISS [11]. 
 

2.1 Elliptic curve  

Consider  𝐺𝐹(𝑝), be a prime field and 𝑎, 𝑏 ∈ 𝐺𝐹(𝑝) are constants. An elliptic curve 𝐸𝑝(𝑎, 𝑏), over 

𝐺𝐹(𝑝) is defined as the set of points  (𝑥, 𝑦) ∈ 𝐺𝐹(𝑝) × 𝐺𝐹(𝑝) where the following equation is satisfied: 

 𝑦2 = 𝑥3 + 𝑎𝑥 + 𝑏 (2.1) 
 

2.1.1 Elliptic Curve Digital Signature Algorithm 

The ECDSA comprises three steps. The first step is parameter generation, the second is signature 

generation, and signature verification. First of all, the transmitter 𝐴 requirement to generate private (32 

bytes) and public key are as follows [10]: 

− Choose an elliptic curve 𝐸 defined over 𝐹𝑞 . The number of points should be partible by a large 

prime 𝑛.  

− Choose a point  𝑃 ∈ 𝐸(𝐹𝑞) of order 𝑛.  

− Choose a statistically unpredictable and unique integer 𝑑 in the interval [1, 𝑛 − 1].  

− Calculate 𝑄 = 𝑑𝑃. 

− The public key of 𝐴 is (𝐸, 𝑃, 𝑛, 𝑄), 𝐴's secret key is 𝑑.  
Then the transmitter 𝐴 generates the signature. To sign a message 𝑚, the transmitter should do as 

follows [9]:  

1. Select a statistically unpredictable and unique integer 𝑘 in the interval [1, 𝑛 − 1].  
2.  Calculate ℎ(𝑚). where ℎ is a secured hash function such as 𝑆𝐻𝐴 − 1 or 𝑆𝐻𝐴 − 2.  
3. Calculate 𝐾𝑃 =  (𝑥, 𝑦) and 𝑟 = 𝑥 𝑚𝑜𝑑 𝑛. If 𝑟 = 0 then go to step 1. 
4. Calculate 𝑠 =  𝐾−1(ℎ(𝑚) + 𝑑𝑟) 𝑚𝑜𝑑 𝑛.  
5.  If 𝑠 = 0 then go to step 1.  
6. The signature for the message 𝑚 is the integers pair (𝑟, 𝑠).  

The recipient 𝐵 should do the following to verify 𝐴's signature (𝑟, 𝑠)[9]:  

1. Gain an authentic of 𝐴's public key (𝐸, 𝑄). Verify that 𝑟 and 𝑠 are integers in the interval [1, 𝑛 −
1].  

2.  Calculate 𝑤 = 𝑠−1 𝑚𝑜𝑑 𝑛 and ℎ(𝑚).  
3.  Calculate 𝑢1 =  ℎ(𝑚)𝑤 𝑚𝑜𝑑 𝑛 and 𝑢2 = 𝑟𝑤 𝑚𝑜𝑑 𝑛. 
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4. Calculate 𝑢1 + 𝑢2 =  (𝑥0, 𝑦0) 𝑚𝑜𝑑 𝑛 and 𝑣 = 𝑥0 𝑚𝑜𝑑 𝑛.  
5. The signature is accepted if and only if 𝑣 = 𝑟. 

 

2.2 Image Secret Sharing 

Image secret sharing (ISS) for the case ( 𝑘, 𝑛 ) encodes a secret image into 𝑛 noise-like shares and 

then dispenses the shares to several participants. The secret image can be ameliorated by mustering any 𝑘 

or more permitted shares while less than 𝑘 shares overall decode nothing of the secret. ISS can be exerted 

to not only data concealing but also authentication, watermarking, access control, transmitting passwords, 

dispensed storage and computing, etc[11]. 

To avoid duplication, the ISS algorithm will be presented in our scheme section. 

3 THE ECDSA IMPROVEMENT 

 

In this section, as we know, multiplication operations in mathematics have a lot of power consump-

tion, and in the ECDSA signature, the multiplication operator has a large amount of power consumption 

at the point of the curve and is, therefore, a good point to attack the algorithm. To prevent an attack, we 

provide a digital signature algorithm using image secret sharing, which changes the overall power of the 

algorithm and draws the attacker's attention to save the image.  

In this algorithm, we convert the signature to an image and then encrypt the image pixels.  

Signature generation algorithm 

KeyGen: (𝐸, 𝑞, 𝑎, 𝑏, 𝐺, 𝑙, ℎ, 𝑆, 𝑝; 𝑑, 𝑄) 
− A elliptic curve 𝐸: 𝑦2 = 𝑥3 + 𝑎𝑥 + 𝑏 𝑜𝑣𝑒𝑟 𝐹𝑞. 

− A prime 2255 − 232 − 29 − 28 − 27 − 26 − 24 − 1. 

− choose 𝑎 = 0 , 𝑏 = 7. 

− A random base point in 𝐸 with prime order 𝑙 

− A hash, instantialed with 𝑆𝐻𝐴 − 1. 

− A 𝑀 × 𝑁 binary secret image 𝑆, the parameteres (𝑘, 𝑛) and permutation key and 𝑛 shares 
𝑆𝐶1, 𝑆𝐶2, . . . , 𝑆𝐶𝑛. 

1. 𝑄 = 𝑑𝐺 from in [1, 𝑙 − 1] and put 𝑄 in image 𝑆. 
2. Select a cryptographically secure random 𝐴 from [1, 𝑙 − 1]. 
3. Calculate ℎ(𝑚) . 
4. Calculate the curve point (𝑥1, 𝑦1) = 𝐴𝐺. 
5. Calculate 𝑟 = 𝑥1 𝑚𝑜𝑑 𝑙. if 𝑟 = 0, go back to step 2. 
6. Calculate 𝑠 = 𝐴−1(ℎ(𝑚) + 𝑟𝑑)𝑚𝑜𝑑 𝑙.  if 𝑠 = 0 go back to step 2. 
7. The signature is the pair (𝑟, 𝑠). (And (𝑟, −𝑠 𝑚𝑜𝑑 𝑙) is also valid signature) and put (𝑟, 𝑠) in image 

𝑆. 
8. Output the image 𝑆. 

ISS algorithm 

1.  A prime number 𝑃 =  251 is selected. For each position ( 𝑖, 𝑗 ) ∈ {( 𝑖, 𝑗 ) | 1 ≤  𝑖 ≤  𝑀, 1 ≤
 𝑗 ≤  𝑁} , if 𝑅 =  𝑆 ( 𝑖, 𝑗 )  >  𝑃 −  1 we set 𝑅 =  𝑃 −  1. 

2. Encrypt the secret image to gain 𝑆1 using permutation method with the input key. 
3. Every 𝑘 not-shared-yet pixels (a block) of 𝑆1 are sequentially picked up to gain a block, denoted 

as 𝐵0, 𝐵1, . . . , 𝐵𝑘−1. 
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4. Generate a 𝑘 −  1 degree polynomial 𝑓 ( 𝑥 )  =  ( 𝑎0 + 𝑎1𝑥 + . . . +𝑎𝑘−1 𝑥𝑘−1) 𝑚𝑜𝑑 𝑃 in which 
𝑎𝑖 = 𝐵𝑖  , 𝑖 =  0 , 1 , 2 , . . . , 𝑘 −  1. 

5. Compute 𝑠𝑐1 =  𝑓 (1) , . . . , 𝑠𝑐𝑖 =  𝑓 (𝑖) , . . . , 𝑠𝑐𝑛 =  𝑓 (𝑛) 
6. Arrange 𝑠𝑐1 , 𝑠𝑐2 , . . . , 𝑠𝑐𝑛 to 𝑆𝐶1 ( 𝑖, 𝑗 ) , 𝑆𝐶2 ( 𝑖, 𝑗 ) , . . . , 𝑆𝐶𝑛 ( 𝑖, 𝑗 ). 
7. Repeat Steps 3–6 until all the pixels of 𝑆1are processed. 
8. Output the n shares 𝑆𝐶1, 𝑆𝐶2, . . . , 𝑆𝐶𝑛 . 

 

Signature verification algorithm 

 

1. Calculate 𝑎𝑖 = (∑ 𝑓(𝑥𝑗)𝑘−1
𝑗=𝑖 ∏

𝑥𝑚

𝑥𝑚−𝑥𝑗

𝑘−1
𝑚=𝑖,𝑚≠𝑗 ) 𝑚𝑜𝑑 𝑃 and Capture (𝑟, 𝑠) and 𝑄 from image 𝑆. 

2. Verify that 𝑟 and 𝑠 are integers in [1, 𝑙 − 1]. If not, the signature is invalid. 
3. Calculate ℎ(𝑚). 
4. Calculate 𝑢1 =  ℎ(𝑚)𝑠−1 𝑚𝑜𝑑 𝑙 and 𝑢2 = 𝑟𝑠−1 𝑚𝑜𝑑 𝑙.  
5. Calculate the curve point (𝑥1, 𝑦1) = 𝑢1 𝐺 + 𝑢2𝑄. If (𝑥1, 𝑦1) = 0 then the signature is invalid. 
6. The signature is valid if 𝑟 ≡ 𝑥1 𝑚𝑜𝑑 𝑙, invalid otherwise. 

4 SECURITY ANALYSIS 

According to the figure below, which shows that the power consumption in the FPGA range fol-

lows the normal distribution, it can be concluded that a DPA attack can be applied to this algorithm. In 

the following, we evaluate the security level of the proposed algorithm against this attack.  

 
 

 

 

To perform DPA, we have to guess the bytes in the image matrix and classify the Power Traces 

based on our guess and apply the DPA attack. If we see a peak in the waveform after the DPA attack, it 

means that our attack is successful and otherwise unsuccessful. In this attack, the number of Power Traces 

is the same as the number of executions of the algorithm, and the DPA attack is completely dependent on 

this number, and the higher the number of Power Trace needed to attack, the harder the attack and the 

higher the security level of the algorithm. It takes about a few seconds to run each algorithm, which is 

divided into some samples when measuring power consumption. For example, the proposed algorithm is 

Fig1. normal distribution 



 

204 

executed in a time that this period has 10 × 104 samples. Now in the following figures, the time of saving 

some image bytes in Power Trace. We show: 

 

 

 
 

 

 

In this figure, the proposed algorithm is executed 25,000 times and 25,000 Power Traces are taken, 

but with the correct guess of the first byte of the image, no peak occurred in the diagram.  

 
 

 

 

In this figure, the proposed algorithm is executed 25,000 times and 25,000 Power Traces are taken, 

which with the correct guess of the second byte of the image, no peak occurred in the diagram. Also, for 

the third byte, there was no peak with 25,000 Power Trace. 

In the following figures, with 30,000 Power Trace for the first, second, and third bytes, some peaks 

occur but are indistinguishable. But in the following figures with 35000 Power Trace, a well-separated 

peak can be created. 

 

 

Fig2. hypothesis of byte1-25000 

Fig3.hypothesis of byte2-25000 
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Fig4. hypothesis of byte3-25000 

Fig5. hypothesis of byte1-30000 
 

Fig6. hypothesis of byte2-30000 
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Fig7. hypothesis of byte3-30000 
 

Fig8. hypothesis of byte1-35000 
 

Fig9. hypothesis of byte2-35000 
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Fig10. hypothesis of byte3-35000 
 

Fig11. hypothesis of byte4-35000 
 

Fig12. hypothesis of byte5-35000 
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Based on this, it can be concluded that to attack the proposed plan, the algorithm runs 35,000 times, 

plus the time required to transmit Power Trace, which is a long time for the attack, and therefore the level 

of security is acceptable. 

 

5 CONCLUSION 

In this paper, we present an algorithm and increase its security against DPA attacks by combining 

image secret sharing and ECDSA.  

It is hoped that soon we will be able to optimize the proposed algorithm and mask the bytes of the 

image with random values to make the attack much more difficult because it reduces the relationship be-

tween power consumption and the actual data being processed. 
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